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PROFESSIONAL SUMMARY

Cybersecurity graduate and entry-level SOC Analyst with hands-on experience in Splunk SIEM, Windows Security Event Logs,
alert triage, log analysis, and authentication attack detection. Experienced with SOC Tier 1 workflows, Active Directory, VAPT,
Windows/Linux environments, networking, and security scripting. Built security monitoring labs and an Al-powered log anomaly
detection system integrating machine learning with Splunk. Seeking a SOC Analyst internship to apply practical skills in threat
detection, incident response, and security monitoring.

CORE SKILLS

SOC & SIEM: Splunk, SPL Queries, SIEM Alert Triage, Windows Security Event Logs, Log Analysis, Log Correlation, Security
Monitoring, Alert Tuning

Incident Response: SOC Tier 1 Operations, Alert Validation, Incident Investigation, Incident Identification & Escalation,
Runbooks/Playbooks, Threat Documentation

VAPT & Security Testing: Vulnerability Assessment & Penetration Testing (VAPT), Web Application Security Testing, Network
Vulnerability Assessment, Nmap, Burp Suite, Metasploit, Hydra

Threat Detection: MITRE ATT&CK, Brute-Force Detection, Authentication Attack Detection, Basic Threat Hunting, IOC Analysis,
IDS/IPS Concepts

Networking & Systems: TCP/IP, DNS, DHCP, HTTP/HTTPS, VPN, Windows Server, Active Directory, Linux (Kali/Ubuntu), IAM
Principles

Scripting & Automation: Python, Bash, C/C++, HTML

PROJECTS
Real-Time Cyber Attack Detection using Splunk SIEM | GitHub
e  Builta virtual lab using Windows 10, Kali Linux, and Ubuntu Server with Splunk SIEM for centralized security log
monitoring; developed SPL queries to detect failed logins (Event ID 4625) and brute-force activity.
e Simulated attacks using Hydra and Nmap to generate security events, built monitoring dashboards, and performed alert
triage following a SOC identification, analysis, and escalation workflow.
Active Directory Security Monitoring Lab | GitHub
e Deployed a Windows Server 2019 Domain Controller with Splunk SIEM to simulate and centrally monitor an enterprise
Active Directory environment; analyzed authentication events 4624, 4625, and 4769 to detect brute-force attacks and
credential abuse.
e  Mapped 8 detection use cases to MITRE ATT&CK techniques including T1110, T1078, T1021, T1068, and T1098, and
documented findings in a structured SOC report format.
Al-Powered Log Anomaly Detection System for SOC Environments | GitHub
e Builta Python-based anomaly detection pipeline that collects Windows Security Event Logs via WM, creates 1-minute
behavioral features, and applies Isolation Forest and Local Outlier Factor (LOF) to identify anomalous activity.
e Forwarded anomaly alerts to Splunk through HEC and visualized detection results in a Flask-based SOC dashboard; achieved
100% recall across 11 manually verified attack windows in the current evaluation set.

VIRTUAL EXPERIENCE

Cyber Security Analyst | Deloitte Australia

e Analyzed web server logs for unauthorized access attempts and anomalous traffic; investigated a simulated breach,
performed root cause analysis, and documented findings using threat intelligence and log correlation.

Security Awareness Analyst | Mastercard

e Analyzed phishing samples, classified threat types, evaluated organizational impact, and proposed security awareness
improvements.

Identity & Access Management Analyst |Tata Consultancy Services (TCS)

e  Worked through user provisioning, access control review, and least-privilege scenarios; produced structured documentation
aligned with IAM and compliance practices

EDUCATION
Bachelor of Computer Applications (BCA) - Delhi Skill and Entrepreneurship University (DSEU) | 2026

CERTIFICATIONS
e Google Cybersecurity Professional Certificate — Coursera | 2024
e  Ethical Hacking — IIT Kharagpur, NPTEL | 2025
e SOC Level 1 — TryHackMe | 2026

LEADERSHIP & EXTRACURRICULAR
Vice President — Astitva Cultural Society, DSEU (2024 - 2025)
e Led planning and execution of 3+ large-scale events with 500+ attendees, managing logistics and cross-functional
coordination.
e Developed practical experience in crisis management, teamwork, stakeholder communication, and working under time-
sensitive operational conditions.
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